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JTMS Timesheet Application

Security Assessment & Remediation Report

v Security Remediation Completed

Application: JTMS Timesheet (ASP.NET Web Forms)

Report Date: June 2026

Assessment Type: Code-Level Security Review & Remediation

Deployment Scope: Production client module (Login, Company, Services, Handlers)

Prepared for: Client / Stakeholder Review

1. Executive Summary

The JTMS Timesheet application has undergone a comprehensive security assessment and remediation
programme covering configuration hardening, authentication, password and session management, file
upload security, and SQL injection prevention across all production-used modules.

Conclusion: The application has been hardened in line with industry security practices (OWASP-
aligned). Critical and high-priority findings identified during the internal review have been
addressed and verified in the codebase. The solution is suitable for production deployment when
published as a Release build over HTTPS with server-side configuration files in place.
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2. Scope of Assessment

Assessment focused on modules used by end clients in day-to-day operations. Legacy directories not used

in

Login & authentication Default.aspx, MobDefault.aspx, ForgotPassword, signup
Company module All client-facing pages, reports, timesheet, staff management
Web services Services/*.asmx, Handler upload endpoints

Configuration web.config, App_Data secrets, security headers

Data access App_Code data layer, parameterized queries

client production workflows were excluded from remediation scope.

3. Security Domains — Remediation Status

A Application-wide configuration (secrets, headers, auth, cookies, errors)

B Login & session security

C Password & email flows (invite, forgot password, change password)

D File upload handlers (logo, staff photo, expense attachments)

E SQL injection prevention (parameterized queries across Company & Services)

4. Remediation Details

4.

file://IE

1 Configuration & secrets (Section A)

v Database credentials moved out of web.config to secure App_Data configuration
v API keys (Email, maps, third-party) externalized to appSecrets configuration

v Production error handling — detailed errors hidden from remote users

v Debug mode disabled on Release publish profile

v Passwords stored using hashed format (ASP.NET Membership)

v Stronger password policy — minimum 8 characters with special character

v Forms Authentication enabled with secure session management

v Company module protected — anonymous access denied
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® / Security response headers implemented (HSTS, X-Frame-Options, X-Content-Type-Options, Referrer-
Policy)

* / Web services restricted to POST-only (HttpGet disabled)
* / Encryption keys moved to secure configuration (CookieCrypto)

® / HttpOnly and Secure cookie flags on Release deployment

4.2 Login & session (Section B)

* / Remember-me cookie stores username only — password not persisted in browser
® / Hardcoded encryption keys removed from source code

* / Forgot password — credentials sent server-side only; not exposed in API response
® / Signup uses parameterized stored procedure

* / Login audit logging uses parameterized database inserts

4.3 Password & email security (Section C)
e / Staff invite email sent server-side — credentials not returned to browser
* / Forgot-password email sent server-side via secure API

® / Legacy password-exposure APIs disabled

v Change-password pages use ASP.NET Membership APl with parameterized updates

v Profile and login web services use parameterized SQL queries

4.4 File upload security (Section D)

Company logo upload Authentication required; admin role; company ID validated against session
Staff photo upload Authentication required; staff validated against company in database
Expense attachment upload Authentication required; 5 MB size limit; safe filename handling

4.5 SQL injection prevention (Section E)

All dynamic database queries in production-used modules have been converted to parameterized
queries using SQL parameters (@staffCode, @compid, @username, etc.) instead of string concatenation. A

centralized SqlSafe helper and enhanced DBAccess layer support secure data access application-wide.

Master pages Staff profile image queries parameterized

Profile / StaffMaster services Login, password, and membership queries parameterized
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Manage Staff

Staff Profile

Timesheet Input

Timesheet Status & Summary
Company Profile & Billing
Job Summary & Import
Expense & Budget Reports
Leave & Path Reports

Data layer (App_Code)
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Joining date, role, password, hourly charges — all parameterized
Profile and image queries parameterized

35+ queries secured (save, submit, job/client lookups)

Report queries with date/status filters parameterized

CRUD operations parameterized

Dynamic queries parameterized

Filter and grid queries parameterized

Staff binding queries parameterized

DBAccess and Data.cs secured

5. Security Controls Summary

Authentication Forms Auth + session validation on protected pages v In place
Authorization URL-level rules; role checks on uploads and admin functions v In place
Secrets management External config files; not in source control v In place
Password storage Hashed membership passwords; encrypted storage fields v In place
Transport security HTTPS + HSTS on Release deployment v In place
Cookie security HttpOnly, Secure, SameSite configuration v In place
Input validation Request validation; parameterized SQL throughout v In place
Error handling customErrors RemoteOnly — no stack traces to users v In place
File uploads Auth + authorization + size limits on active handlers v In place
API security POST-only ASMX; server-side email for sensitive operations v In place

6. Deployment Requirements

For remediation to be active on the production server, the following deployment steps apply:

1. Publish the application using the Release configuration
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2. Ensure App_Data/connectionStrings.config and App_Data/appSecrets.config are configured on

the server
3. Bind the site to HTTPS

4. Verify login, timesheet entry, staff management, and report pages after deployment

7. Verification Checklist

Login (company & staff) Successful authentication and redirect

Company pages without login Redirect to login page

Forgot password / staff invite Email delivered; no credentials in browser network tab

Timesheet save & submit Data saved correctly

Manage Staff operations Dates, roles, hourly charges update successfully

File uploads Authenticated users only; unauthorized access rejected

Reports Filters and grids load with correct data

Security headers HSTS, X-Content-Type-Options, X-Frame-Options present over HTTPS

8. Conclusion

The JTMS Timesheet application has completed a structured security remediation programme addressing
configuration hardening, authentication and session management, password and email security, file
upload protection, and SQL injection prevention across all production-used modules.

Security controls are implemented in accordance with standard web application security practices. The
application is ready for production deployment following Release publish and HTTPS configuration on
the target server.
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